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AHHOTaAIIMA

B crathe paccmaTpmBaroTCsa BOIPOCHI, CBsI3aHHBIE C IIpOBeEHVeM MOHWUTOPVHIa
KopriopaTBHOM MHQopmMaloHHon cetn. OTdeslbHOe BHMMaHMe YIeJIeHO COfepKaHWIo
MOHWUTOPVIHIA ¥ OCHOBHBIM (PYHKIMSAM, KOTOpPBle COOTBETCTBYIOIIME CHUCTeMBI TOJDKHBI
BBIINOJIHATE. Kpome Toro, obGosHaueHel Hauboslee TIIONyJIApHBIE peIllleHMS W MeTObI
OTCJIXXMBaHM COCTOSIHVSA KOPIOPaTUBHO CETU 1 aHaJIM3a aKTMBHOCTH I10JIb30BaTesIen. Takxke B
CTaTbe IpefCcTaBJIeHbl pe3yJIbTaThl CpaBHEHVs HEKOTOPBIX pacIpOCTpaHeHHBIX MHCTPYMEHTOB
MOHUTOPMHIa KOPHOPAaTUBHOV MH(OPMaIIVIOHHOVI CETV C y4eTOM VX KITFOUeBbIX XapaKTePUCTUKN
VI BOSMOXKHOCTEV TPVIMEeHeHWs Ha IIPaKTUKe.

KrroueBble cJ10Ba: KopIiiopaTBHast Ce€Tb, MOHWTOPVHI, aTakKa, TpanI/IK, aKTVMBHOCTD,
I10JIb30BaTeJIb.
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ABSTRACT

The article deals with the issues related to the monitoring of corporate information network.
Special attention is paid to the content of monitoring and the main functions that the
corresponding systems should perform. In addition, the most popular solutions and methods of
tracking the state of the corporate network and analyzing user activity are outlined. The article
also presents the results of comparison of some common tools for monitoring the corporate
information network, taking into account their key characteristics and possibilities of application
in practice.
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KopniopaTusHas nadOpMalmoHHas ceTb 00pasyeT BaXHYIO MHPPACTPYKTYPHYIO OCHOBY
coBpeMeHHoOro mpeanpusaTia. OHa COeOVHSEeT HECKOJIbKO pabounx IUIOMIANOK, YCTPOVICTB M
cucreM mIsi obecriedeHmst OecriepeOOVIHOV palOTHI OHJIAMH-omeparui. Bce, HaumHas OT
IIPUCYTCTBYUS 110JIb30BaTesierl B VIHTepHeTe, 1O BUPTYaJIbHOTO COTPYIHMYECTBA 1 pa3paboTKu
IpuIoXeHmi1, 3aBucuT oT cetu [1]. Korma xoMmmbpioTepHast ceTh BBIXOAUT M3 CTPOsi, 3TO MMeeT
JajIeKo MAyIIe IIOCJIeICTBIL [IJ1d Ov3Heca.

CeromH«iIHMe TeXHOJIOIMM OVMHAMWYHBI ¥ 3TO OTpakaeTcsi Ha KOpPIOpaTMBHBIX
HpOpMaIMOoHHBIX ceTsiX. CeTb MOXKeT IOCTOSTHHO MEHSITHCS U TPaHCHOPMIMPOBATHCS Or1aromaps
BUpTyaIM3alyi M BHeOpeHMIo obsauHbIX TexHosorum. KubeprpecTynmHuky Bcerma MImyT U
YCOBEPIIIEHCTBYIOT CITOCOOBI IIPOHVKHOBEHIS B CETh, UTOOBI JOOPATHCS ;O OCHOBHBIX KPUTYIECKI
BaXHBIX pecypcoB. ITockompKy B OM3HeC MOCTyIIaeT OoJIbllle ITOTPEOMTENTbCKMX AAaHHBIX, UeM
Korga-imbo  IpeXxie,  OTpacileBble  peryJjIaTopbl  00si3ayiM  KOMIIaHMM  3allMINaTh
KOHMAeHIMAIBHYIO MHAOPMAaLIMIO.

s perteHnst 6osIbItert YacTyl Ipo0sieM, KOTOpble BO3HUKAIOT NPV (PYHKIIMOHMPOBAHUM
KOPIIOpaTMBHOV MH(POPMALIVIOHHO CeTW, VICIIOIb3YIOTCS CYICTEMbl MOHUTOPVHTA U YIIpaBJIeHVIA.
DTOT KIacC pelleHUiT obecrednBaeT WHBEHTAPM3ALMIO ¥ PaCHIMPEeHHYIO AMarHOCTUKY
KOMIIBIOTEPHBIX CeTeVl; IIOCTOSHHBINI KOHTPOJIb (PYHKIUVOHMPOBAHMS WMCIOIb3YeMOrO CeTeBOro
oOopyHoBaHMsl, IIPUKIAIHBIX CUCTEM Y CeTEeBBIX CePBUCOB; COOp CTATUCTMKM U BU3yaIM3aliVIo
K/IIOYeBbIX IIOKa3aTesleyl IIPOM3BOOUTEIIBHOCTM ¥ ONepalOHHBIX IIapaMeTpOB CeTeBO
MHPPaCTPYKTyPbL; OIITUMM3ALINIO HarPy3KM Ha ceTeBoe 00OpYI0BaHIe 1 cepBephl 1 T.1. [2].

B Toxe BpeMst HEOOXOAMMO OTMETUTB, UTO CETOAHS IOCTYITHO MHOXeCTBO BUJIOB pellIeHM 1
IUId CeTeBOro0 MOHWTOPMHIA, KaX[Jgoe M3 HUX WMeeT CBOWM JOCTOMHCTBA ¥ HeIOCTaTKY,
OTJINMYNTEeIIbHbIE OCOOEHHOCTM, IIO3TOMYy WX IIOAPOOHOe M3ydeHue ¥ CpaBHEHUe SBJISeTCS B
HacTosI1Iee BpeMsi aKTyaJIbHOW 3ajiaden, KOTopas n 06yCJIaBHMBaeT BbI60p TeMBbI TaHHOV CTaThI.

CoBpeMeHHBle MeTOABI ayAWTa M MOHUTOPMHIA B 3aJadax 3alIUThl MHAOpPMaLM
onmcheBaroT B cBomn Tpyaax Kosiyp M.M., Konosanosa B.B., Mucimsckun b.C., Akwmios M.B.,
Leonardo Alfonso, Arnold Lobbrecht.

Crnenuduka OTCIEKMBaAHMSA  BaXHEMIINMX IIapaMeTpOB  KOPIIOPAaTMBHBIX  ceTell
IpedIIpUATUN Ha OCHOBE Pa3HBIX CHCTEM JIMAarHOCTMKW VI TeXHOJIOIMIL arperalyi OIlOBelleHN
Hanpia csoe oTpaxeHue B mybrmmkammsix Verpatosont E.E., Cmuprosa A.E., I'mmmmma E.B,,
Bepeskmua C.A., Paul Hudak, Hugo A. Loaiciga, F. Andrew.

B Toxe Bpems, HecMOTps Ha IIMPOKOe YMCIO padOT M BHMMaHME YyYeHBIX K
paspabaTeiBaeMOVl TeMmaTMKe, Psjl, BOIPOCOB B HAHHOWM IIPEIMETHOWM IUIOCKOCTM OCTaeTCs
OTKPBITEIM 1 TpeOyeT Oosiee eTasibHOM MpopaboTky. Tak, OTAeIbHOrO BHUMAHMS 3aC/IyKMUBAIOT
MeTObl WMHTerpaluy CUCTeM MOHUTOpMHra ¢ cyuectBytomiert VT-mHdpacTpykTypoit
npennpusTus. KpoMe Toro, B yTouHeHMM HYKIAIOTCS CIIOCOOBI BBISIBIIEHNS PaHHVIX MHIVKATOPOB
KOMITpOMeTalny KOpIOPaTUBHOW CeT.

Taxum oOpasom, menb cTaTby 3aK/IIOYaeTCs B IIPOBEIEHUV CPaBHUTEIPHOTO aHaIM3a
CHICTEM MOHUTOPVIHIa KOPIIOpaTUBHOV MHAOPMAaIIOHHO CeTH.

[Ipexme Bcero, HeoOXOOMMO  OTMETUTb, YTO MOHUTOPVHI  KOPHOPATUBHOM
MHPOpMaIMoHHOM ceTnt — 3T0 VI T-mporiecc, KOTOPHIV HEIIPEPBIBHO OTC/IEXMBAET 1 OLIeHVBAET
KOMIIBIOTEPHYIO CeTh 1 ee aKTUBBL. CricTeMa MOHUTOPUMHTIA CEeTH 3apaHee BBISBIISET U YCTpaHseT
MeJJIEHHBITI ceTeBO TpadpUK WIN HeajleKBaTHble ceTeBble KOMIIOHEHTBI, UTOOBI 0OecrieumThb
oOHapy>KeHVe BTOP>KeHUV VIIN JPYTMX aHOMAJIUT C I1eJIbI0 oA depKaHs 11eJIOCTHOCTY ceT [3].
B cBoro ouepenp cucreMbl MOHUTOPMHIA KOPIIOPATMBHOM MHQOPMAILIMOHHOV CeTM — 3TO
IporpaMMHBIe IUIaTOPMBI, KOTOPbIe MOIK/IIOYAIOTCA K ceTeBbIM KOMIIoHeHTaM U Apyrum UT-
cucTeMaM ISl M3MepeHMs], aHaJIM3a M CO3JaHMs OTYeTOB O TOIIOJIOIMY, IIPOVM3BOAUTEIbHOCTI U
COCTOSTHUVI CETM.
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B mpomecce BpIOOpa M aHaM3a CUCTEeMBl MOHWUTOPMHIA  KOPIOPaTMBHOM
MHQPOPMAIIVIOHHON CeTr HeoOXOoAMMO oOpaTwuTh BHMMAHIME Ha €e CIIOCOOHOCTH BBIIIOJIHSITH
Ko4eBble pyHKIMM (cM. puc. 1).
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Puc. 1 KiroueBple pyHKIIMM CICTeMBl MOHUTOPVIHTa KOPIIOPaTUBHOV CeTU

PaccMoTpuM nipuBeneHHBIe Ha puc. 1 pyHKIMM 60s1ee mogpobHo.

1. TlogpobHast aHamMTMKA. AHAIMTMKA ¥ OTYETH O JJaHHBIX SBJISIOTCS OCHOBOV
MOHWUTOPMHTIA ceTV. BeIOpaHHBIN MHCTPYMEHT [10/DKeH OLleHMBaTh IIPOM3BOAUTEIbBHOCTD CeT 110
TaKMM KJIIOYeBBIM IIOKas3aTeIsIM, KaK 3aJiepXXKa M cKopocTb. OH Takke JOJDKeH reHepupoBaTh
MH@OPMALINIO O MECTOIIOJIOKEHUM M YCTPOVICTBAX C TOYHBIM OTOOpakeHVeM TeHIeHIIVTA.

2. Ilupoxasg coBMeCTMMOCTb. VIHCTpyMeHT noipkeH OBITH COBMECTMM C MaKCHUMaJIbHO
BO3MOXXHBIM pasHooOpasueM ceTern u KommoHeHToB WT-undpactpykrypel. Croma BXOHOST
IporpaMMHBIe IPWIOXKEeHNMs W amllapaTHble ceTeBble ycTpomicTBa. Kpome Toro, mospkHa OBITh
IpelyCMOTpeHa BO3MOXXHOCTb OTCJIeXKMBaTh ceTeBoe IMOAK/IIoYeHVe WM CTaTyC MONKIIoYeHWs B
peXyMe peaJIbHOTO BpeMeHU I BUPTYaJIbHBIX MalllVH.

3. OnrummsupoBaHHBle MaHeIV WMHCTPyMeHTOB. IIpubopHble manenm — 3TO ToO, €
IIOMOIIIBI0O Yero MOXHO eXeJHEeBHO IIpocMaTpuBaTh WMHQPOPMALMIO O COCTOSHUM MU
IIPOM3BOAUTEIIPHOCTM CeTU. B TO Bpemsl KaK OT4YeTbl O JaHHBIX MOIYT OBITh IJIMHHBIMU U
O pOOHBIMI, ITPMOOPHBIE TTaHEIIV JT0JDKHBI IIPEJICTaBIIATh MHAOPMAIIVIO B CKaTOM BUIe, UTOOBI
ee MOXKHO OBUIO ITOHSITH C IIepBOro B3IVIsS/IA.

4. HacTpanBaeMble orioselleHVsA. VIHCTpyMeHT yrpaBsieHNs I MOHUTOPVHIA CeTV JI0JDKeH
OTIIPABIISATH OIOBEIeHNS IIPY KaXXIOM HeOOBITHOM CeTeBOM COOBITNMI, HapYIIeHV! IOPOTa IV
OTKJIIOYeHMM ycTpovicTBa. CeTeBoVi aJMUHVCTPaTOP AOJDKEH VMeTh BO3MOXXHOCTbh HacTpanBaTh
OIIOBellleHsl, YTOOBI I10JIy4YaTh TOJIBKO Ty MHQOpMaIInio, KOTopas HeoOXoamnma.

5. Heckospko mosib3oBaTesibckux MHTepdericoB. DTa (PYHKIMS CTaHOBUTCS Bce Ooslee
BaKHOV /I COBPeMEHHBIX IPeNpusaTui [4].

v
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Xouy OTMETUTh, YTO CErOfAHs Ha IIPaKTUKe CUCTeMHbIe aIMVHVCTPATOPhI VCIIOIb3YIOT
OueHb MHOIO pa3HOOOpa3HBIX MHCTPYMEHTOB, KOTOpPBIe ITO3BOJISIOT IMPOBOAUTH MOHWUTOPVIHT
KopIriopaTvBHOV MH(opMalmoHnHon ceTi. Hioke nipeficrasiieHa onvicaHie HEKOTOPBIX HamboJiee
TIOITYJITPHBIX TEXHOJIOTUA.

Obnapy>xeHre BTOP)KeHWMIL: 3Ta TeXHOJIOTMs II03BOJIAeT KOHTPOJIMPOBaTh CeTb W
OIpeIesIATh, KOITa XaKephl VI 3JIOYMBIIUICHHVKN e€ aTaKyioT. CeromHs Ha PhIHKe €CTh CaMble
pasHooOpasHble ITporpaMMHBIe CpeJicTBa, Ojlarogaps KOTOPBIM MOYKHO JIOCTaTOYHO IIPOCTO
BBISIBUTD aTaKl Ha CETh.

[TpocymBaHue TTakeToOB: JTaHHasl TeXHOJIOTMS ITO3BOJIsIeT IIPOBepPsATh KaKbIvi OJI0K M
KaoKIBI ITakeT MHQoOpMalmy, KOTOpble HUPKYJIMPYIOT B ceTu. Lleas maHHOWM TexXHOJIOrmMm
BBIABUTH He3aKOHHOe IIporpaMMHOe o0ecIieueHe, KOTOpOe YCTaHOBWIIV XaKepbl, YTOOBI CJIeIUTh
3a ceThio [5].

OrciexvBanHye ys3BUMOCTEVL: 3TV CUCTeMBbI Ha PeryJIApHOV OCHOBE IIPOBOISAT IIPOBEPKY
KOPIIOPaTVBHOVI CeTV YTOOBI BBIABUTH €€ y3Kue MecTa. XO4dy OTMETUTb, YTO JIaHHBIVI MeTO[]
omIMYaeTcss OT OOHapyXeHMsI BTOPKeHWUV TeM, UTO Ojarojaps ero WCIIOJIb30BaHMIO MOXKHO
OIIpesie/INTh, T/e cj1aboe MecTo ceTu elllé J0 TOro, Kak Ha Heé OyJieT IpousBefieHa XaKepcKasi
aTaka.

TecTupoBanme Ha IIPOHVKHOBEHME: 3TO OYE€Hb MHTEpPeCHas TeXHOJIOTW, IOCKOJIbKY OHa
IpejrioaraeT, YTo CUCTeMHble aJIMWHVCTPaTOPbl caMy ITPOOYIOT MCHOJIB30BaTh Te MeTOJIbl,
KOTOpble XaKepbl HaMepeHbI ITPVMMEeHSTh YTOOBI B3JIOMaTh ceThb. VI B pe3yJibTaTe TaKMxX AeVICTBU
MO>KHO HaWTV YsI3BMIMOCTY U cJIaOble MecTa CeTV, O KOTOPBIX 3/I0YMBIIIUIEHHUKIM MOTYT 3HaTh, HO
KOTOpPbIE He y/Ta/I0Ch HAMTVI C ITIOMOIIIBIO IPYTUX CPEICTB MOHVUTOPWMHTA.

CeropHs Ha pBIHKe MOXHO ITpMoOpecTy caMoe pasIMyHble IIporpaMMHOe obecrieueHue,
YTOOBI IPOBOAUTE MOHUTOPVHI KOPIIOPaTMBHOW CeTV Ha IpefnpuaTun. EcTb oueHb MHOTO
IIpOM3BOAMTENIeNl OHM IIpeylaraloT INMPOKUI accopTMMeHT. B Ttabmuie 1 mnpesncrasiieHa
CpaBHUTEJIbHAS XapaKTepUCTMKa HEKOTOPBIX M3 HUX.

Tabma 1 CpaBHeHMe pacipocTpaHeHHbBIX MHCTPYMEHTOB MOHUTOPMHTIa KOPIOPaTUBHOM
VH(OPMALIMOHHOVI CeTU

Vacrpyment mo-  |OpenView .
Huropuara  |Network ISEIr)leIn:‘?sle NetView forAIX ;iltsetlfciise
Node M P SNMP Manager M p

KpT/ITepVIT/I OIlEeHKU Manager 41 anager anager
Omnpenerienie  1MMeHU
xocta uepe3 DNS -+ + + +
cepsep

Ethernet, Pacniostasarmie Ethernet,
PacriosHaBaHme ceTeBbIx|J[10ObIe ceTn acLpeneneri [M° S —
TOIIOJIOT MV Ha TCP/IP pactipen uHTepdericaMm pactipen

ble ceTu _ ble ceTu

YCTPOVICTB
N Informix,

ITopnepxxka 6a3 maHubIX |(Oracle Daruibl Oracle, Sybase Oracle, Sybase
Hammame cepsepos + + + +
KosmruectBo ximnenTos 1o 15 Heorparnirier 30 Heorparnrier

HO HO
ITopnepxxka SNMP + + + +

HPUX, HPUX, IBM,|,,. :

ITopnepxxka OC Solaris Win NT Win NT Solaris
MakcvMaiibHOE  UmCII0 3000 Orpanndenne |OrpaHudeHnue 10000-50000
00CITy XKMBaeMBbIX Y3JI0B OTCYTCTBYeT  |OTCYTCTBYeT
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B kadecTBe BBIBOIA XOTEIOCH OBl OTMETWUTH, UTO BOIIPOC yIIpaBjleHMs M MOHWUTOPWMHIA
KOPIIOPaTUBHBIX CeTeV SBJIIeTCA OYeHb Ba)KHBIM. /I ocyllecTBieHVs MOHUTOPWMHIA HY>KHO
BBIOVIpaTh Hamboslee IMOAXOMMIIYIO IIPOrpaMMy W CTPATervuio KOTOpble OYAyT YyHAOBIIETBOPSITH
TpeboBaHMA HpPelnpuATUsS C TOYKM 3peHMus MacmTaboB, KBaJmduKaluy IepcoHala U
VIMEIOLIVIXCS B PaCIIOPsDKEHNUU CPEICTB.
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